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AutoPkg and GitHub TLSv1.0/1.1 
removal 

(Feb 22, 2018)



>>> platform.mac_ver()[0] 
'10.11.6' 
>>> ssl.OPENSSL_VERSION 
'OpenSSL 0.9.8zh 14 Jan 2016' 

>>> platform.mac_ver()[0] 
'10.12.6' 
>>> ssl.OPENSSL_VERSION 
'OpenSSL 0.9.8zh 14 Jan 2016' 

>>> platform.mac_ver()[0] 
'10.13.4' 
>>> ssl.OPENSSL_VERSION 
'LibreSSL 2.2.7'

#!/usr/bin/python





github.com/clburlison/vendored



Clay Caviness - Securing Management Tools - MacADUK 2017



What is so hard? It's just `pip install`?



NPM (part 1) 
(Feb 21, 2018)



Library Package Managers 
(LPMs)
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Isolate packages

• Don't sudo <pip|gem|npm> install anything


• Eliminates contamination of OS managed/supplied packages


• Your project's environment lives independently of any other projects and 
packages


• (Mostly) portable to any other OS / environment



Isolate packages (Python)

• Install virtualenv once (and ideally virtualenvwrapper or similar)


• virtualenv / mkvirtualenv -p to specify which Python you want to use 
when creating


• Use workon to easily switch between environments


• pip install, then pip freeze to save a requirements.txt
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Isolate packages (Ruby)
• Install Bundler


• Define project gems in Gemfile, constrain versions as you wish


• bundle update to resolve and "freeze" the constraints to Gemfile.lock


• Now any bundle install will only install the exact versions from 
Gemfile.lock - check both files into version control


• Run bundle update to update it later


• Run things via bundle exec <command>



Isolate packages (Ruby)

gem "sinatra", "~> 1"

Gemfile



Isolate packages (Ruby)

gem "sinatra", "~> 1"

Gemfile

GEM 
  specs: 
    rack (1.6.10) 
    rack-protection (1.5.5) 
      rack 
    sinatra (1.4.8) 
      rack (~> 1.5) 
      rack-protection (~> 1.4) 
      tilt (>= 1.3, < 3) 
    tilt (2.0.8) 

PLATFORMS 
  ruby 

DEPENDENCIES 
  sinatra (~> 1) 

Gemfile.lock



Isolate packages (Ruby)

gem "sinatra", "~> 2"

Gemfile



Isolate packages (Ruby)

gem "sinatra", "~> 2"

Gemfile

➜ bundle update 
Fetching gem metadata from https://rubygems.org/.......... 
Resolving dependencies... 
Using bundler 1.16.1 
Fetching mustermann 1.0.2 
Installing mustermann 1.0.2 
Fetching rack 2.0.5 (was 1.6.10) 
Installing rack 2.0.5 (was 1.6.10) 
Fetching rack-protection 2.0.2 (was 1.5.5) 
Installing rack-protection 2.0.2 (was 1.5.5) 
Using tilt 2.0.8 
Fetching sinatra 2.0.2 (was 1.4.8) 
Installing sinatra 2.0.2 (was 1.4.8) 
Bundle updated! 
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https://www.explainxkcd.com/wiki/index.php/1987:_Python_Environment



Isolate runtime / interpreter



Isolate runtime / interpreter
• Remove variables in the OS which limits supported OSes for your project


• Apple: Python/Ruby linked to OpenSSL until 10.13 (switched to LibreSSL)


• Ruby versions included on macOS make large jumps in versions


• Linux: runtime provided by the OS may be too old


• Needing to ever change switch base OS flavours could change your runtime 
version


• Windows: Never came with Python !



Isolate runtime / interpreter
• Remove variables in the OS which limits supported OSes for your project


• Apple: Python/Ruby linked to OpenSSL until 10.13 (switched to LibreSSL)


• Ruby versions included on macOS make large jumps in versions


• Linux: runtime provided by the OS may be too old


• Needing to ever change switch base OS flavours could change your runtime 
version


• Windows: Never came with Python !

• Isolating the runtime also makes it easier to isolate packages
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Isolate runtime / interpreter
• Python


• pyenv

• Ruby


• RVM


• rbenv


• ruby-install + chruby

• Node


• NVM

• Go


• GVM

• Or... Docker
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Version pinning

• No >=1.2, only ==1.2.3


• Remove all surprises about versions


• Every version update becomes intentional


• Easier to correlate via Git history any bugs or regressions, and 
understand context of why a package was updated


• Can also pin to specific forks, internal or patched versions of libraries



Version pinning

• With Bundler (Ruby) you'll get this for free


• pip (Python) also lets you specify exact package versions (==), although 
pip doesn't have a true dependency resolver


• Resist the urge to define Python dependencies loosely, even if it is more 
tedious to update requirements files



Version pinning

pip install --upgrade pip ?



Version pinning

pip install --upgrade pip ?

>>> pip.__version__ 
'9.0.1' 
>>> from pip import req 
>>>  



Version pinning

pip install --upgrade pip ?

>>> pip.__version__ 
'10.0.1' 
>>> from pip import req 
Traceback (most recent call last): 
  File "<stdin>", line 1, in <module> 
ImportError: cannot import name req 
>>>  

>>> pip.__version__ 
'9.0.1' 
>>> from pip import req 
>>>  
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NPM (part 2)



left-pad





➜  ~ curl 'https://api.left-pad.io/?len=20&str=moar padding' 

{"str":"         moarpadding"}%                                                 

On March 22nd 2016, a terrible tragedy befell the Node.JS community. A popular
microframework for robust string expansion, `left-pad`, was removed from
npmjs.com.

This resulted in broken deploys worldwide, a sudden and complete inability to
appropriately zero-pad the fractional real cent value of many stock options,
and untold billions of dollars in economic damage to the still nascent startup
ecosystem of String Manipulation as a Service.

(From http://left-pad.io)

https://github.com/azer/left-pad/issues/4
https://github.com/azer/left-pad/issues/4
http://left-pad.io


Mirroring

1. One less point of failure



Mirroring

2. It's (probably) faster



Mirroring
3. Can host internal-only packages

--index-url https://org.my.pypi/simple/ 

my-internal-package==18.06.07 
pathlib2==2.3.2 
pexpect==4.5.0 
selenium==3.12.0

requirements.txt

BASE_URL = 'http://org.my.gems' 

source BASE_URL 
gem 'rails', '~>5' 
gem 'xcode-install', '2.4.0' 

source "#{BASE_URL}/private" do 
  gem 'private-gem', '~> 1.1' 
end 

Gemfile



Mirroring

4. You have backups / archives to roll back to



Mirroring
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• devpi (caches on demand, private packages, mirrors packages from 
anywhere, not only pypi)


• Bandersnatch (caches all of pypi up front - ~500GB)
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Mirroring
• Python


• devpi (caches on demand, private packages, mirrors packages from 
anywhere, not only pypi)


• Bandersnatch (caches all of pypi up front - ~500GB)

• Ruby


• gemstash (part of the Bundler org, caches on demand, private packages)

• Artifactory Pro does 20+ package manager mirrors/registry types, and is $$$
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Mirroring
• https://github.com/gaoyifan/homebrew-bottle-mirror (Yifan Gao)

docker run -itd \        
  --name=homebrew-bottles \ 
  -v /bottle-mirror/bottles:/srv/data \ 
  gaoyifan/homebrew-bottle-mirror

> update package info... 
From git://github.com/homebrew/homebrew-core 
 * branch            master     -> FETCH_HEAD 
 * [new branch]      master     -> origin/master 
HEAD is now at 60e56c1 prometheus: update 2.3.0 bottle. 

> RUN brew bottle-mirror... 
==> ascii-3.18.high_sierra.bottle.tar.gz downloaded 
==> libdvdnav-6.0.0.high_sierra.bottle.tar.gz downloaded 
==> ascii-3.18.sierra.bottle.tar.gz downloaded 
==> libdvdnav-6.0.0.sierra.bottle.tar.gz downloaded 
==> makepp-2.0.high_sierra.bottle.tar.gz downloaded 
==> ld64-97.17.snow_leopard.bottle.tar.gz downloaded 
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Mirroring
• https://github.com/gaoyifan/homebrew-bottle-mirror (Yifan Gao)

HOMEBREW_BOTTLE_DOMAIN=https://my.bottle.mirror \ 
brew install cocoapods jq libimobiledevice 



Thank you!

@timsutton

@tvsutton

https://macops.ca/dependencies


