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Why are we here?

Whether you're writing & distributing your own code or 
project 

 
or 
 

managing, packaging & deploying the code that was 
written by others



What's necessary to get the code to run

• Runtime (Python itself + its core libraries)


• Complications: which crypto libraries it uses


• Additional pip / pypi packages


• The actual code you want to run



We used to have it so good

• /usr/bin/python (and /S/L/Frameworks/Python) were part of the system


• Apple included PyObjC and a few friends (xattr, six, etc.)


• Crypto libraries weren’t getting updates, but SSLv3 and TLS < 1.2 still 
worked.. for a while


• Python 2 wasn’t EOL







https://developer.apple.com/documentation/macos_release_notes/macos_catalina_10_15_release_notes



Catalina



Catalina







How else can we install Python?
• Management/deployment:


• python.org installer packages


• Relocatable Python (https://github.com/gregneagle/relocatable-python)


• (Relies on python.org installers)


• Development:


• https://github.com/pyenv/pyenv


• https://github.com/indygreg/python-build-standalone


• homebrew

http://python.org
https://github.com/gregneagle/relocatable-python_
http://python.org
https://github.com/pyenv/pyenv
https://github.com/indygreg/python-build-standalone


python.org





relocatable-python



relocatable-python

#!/Library/MyOrg/Dependencies/Python.framework/Versions/Current/bin/python3



Building a single binary
• PyInstaller


• Easy to use, bundles runtime shared libs and minimum required modules


• No recompilation, it's more of a packaging solution


• Nuitka


• Compiler, optimized for performance


• PyOxidizer


• New and experimental, runs a Python embeddable runtime via a Rust binary



PyInstaller
$ rg pyinstaller osx_server_irc_logs 

##osx-server_20140430.log 
1328:[14:59:49] <frogor> Yeah. My current one is pyinstaller 

##osx-server_20140314.log 
1703:[19:40:13] <frogor> natewalck: pyinstaller is awesome (if you use the development branch) btw. 

##osx-server_20140729.log 
2486:[19:59:02] <frogor> I use pyinstaller to compile them to self-contained .exe 

##osx-server_20140919.log 
2448:[17:33:01] <frogor> Though pyinstaller might be able to wrap that all up into an .app ..... 
2449:[17:33:07] <frogor> (I love pyinstaller to death) 

##osx-server_20131030.log 
1259:[14:33:56] <frogor> I'm only doing PowerShell to be polite to my coworkers. pyinstaller makes wonderful Windows .exe 
files. 
1267:[14:36:10] <frogor> jaharmi: Mostly because without something like pyinstaller, you can't natively run python on Windows 
without installing the interpreter. 
1269:[14:36:24] <frogor> But pyinstaller will let you do self-contained re-distributable .exe files 



Demo



Caveats with PyInstaller
• Needs Python's shared library support


• pyenv: install using the --enable-shared configure option


• May be possible to use with .framework builds of Python


• Not really optimized for performance or load speed


• Single binary is cooler than the default "directory" distribution build, but 
adds to initial execution time in order to unpack the compressed 
archive



Learn about your Python



sysconfig module: learn about the runtime 
configuration

(From Apple's Python 3) 

>>> import sysconfig 

>>> sysconfig.get_config_vars() 
{'OPENSSL_LIBS': '-lssl -lcrypto -framework TrustEvaluationAgent', 

 'OPENSSL_INCLUDES': '-I/BuildRoot/Applications/Xcode.app/Contents/Developer/
Platforms/MacOSX.platform/Developer/SDKs/MacOSX10.15.Internal.sdk/usr/local/
libressl-2.8/include', 

 'OPENSSL_LDFLAGS': '-L/BuildRoot/Applications/Xcode.app/Contents/Developer/
Platforms/MacOSX.platform/Developer/SDKs/MacOSX10.15.Internal.sdk/usr/local/
libressl-2.8/lib/static -F/BuildRoot/Applications/Xcode.app/Contents/Developer/
Platforms/MacOSX.platform/Developer/SDKs/MacOSX10.15.Internal.sdk/System/Library/
PrivateFrameworks'} 



SSL config
# From python.org and relocatable-python Python 3 packages 
>>> import ssl 
>>> ssl.OPENSSL_VERSION 
'OpenSSL 1.1.1d  10 Sep 2019'

$ otool -L ./Versions/3.8/lib/python3.8/lib-dynload/_ssl.cpython-38-darwin.so 
 
./Versions/3.8/lib/python3.8/lib-dynload/_ssl.cpython-38-darwin.so: 
 /Library/Frameworks/Python.framework/Versions/3.8/lib/libssl.1.1.dylib (compatibility version 1.1.0, 
current version 1.1.0) 
 /Library/Frameworks/Python.framework/Versions/3.8/lib/libcrypto.1.1.dylib (compatibility version 
1.1.0, current version 1.1.0) 
 /usr/lib/libSystem.B.dylib (compatibility version 1.0.0, current version 1197.1.1)



SSL config
# From Apple's Python 
>>> import ssl 
>>> ssl.OPENSSL_VERSION 
'LibreSSL 2.8.3'

$ otool -L /Library/Developer/CommandLineTools/Library/Frameworks/Python3.framework/Versions/Current/lib/
python3.7/lib-dynload/_ssl.cpython-37m-darwin.so 

/Library/Developer/CommandLineTools/Library/Frameworks/Python3.framework/Versions/Current/lib/python3.7/
lib-dynload/_ssl.cpython-37m-darwin.so: 
 /System/Library/PrivateFrameworks/TrustEvaluationAgent.framework/Versions/A/TrustEvaluationAgent 
(compatibility version 1.0.0, current version 33.0.0) 
 /usr/lib/libSystem.B.dylib (compatibility version 1.0.0, current version 1281.0.0) 



SSL config - certs
• Anything involving internally-trusted roots, or cert auth, you'll need to know which trust 

store is being used by your Python


• Check out certifi package, and certifi.where() - Python requests package will use it out 
of the box


• May need to occasionally update bundled certifi package in your app


• https://requests.readthedocs.io/en/master/user/advanced/#ssl-cert-verification


• See homebrew openssl formula code for an example of how to port certificates from a 
keychain into a .pem file


• https://github.com/Homebrew/homebrew-core/blob/master/Formula/openssl@1.1.rb

https://github.com/certifi/
https://github.com/Homebrew/homebrew-core/blob/master/Formula/openssl@1.1.rb


Thank you!

@timsutton

@tvsutton

https://macops.ca/macdevopsyvr-2020
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